Spotting Smartphone Text Scams

Across the U.S., $86 million was reported lost in

2020 from frauds originating in scam texts, lp
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Meanwhile, the Federal Communications
Commission (FCC), which regulates mobile phone
providers, heard about 14,000 complaints about scam texts last year. The roughly 6,900
reports so far in 2021 (through late May) suggest the 2020 total will be surpassed this year.

Consumer advocates offer guidance on protecting against scam texts:

e Several mobile phone providers allow you to block a sender by forwarding
unwanted texts to 7726 ("SPAM"). Check with your provider about this and
other blocking options available on your phone, through your wireless provider
or using a call-blocking app. Here's more from the Federal Trade Commission.

e Do not respond to texts from unknown numbers or others that appear
suspicious. Replying “STOP” or “NO” signals that your phone number is active,
and your number could be sold to other criminals.

e Keep in mind that scammers often spoof phone numbers. — including in texts
— by making it appear the texter is local or from a legitimate entity to trick you
into responding.

Read more guidance and fips here.


https://www.consumer.ftc.gov/articles/how-recognize-and-avoid-phishing-scams
https://www.aarp.org/money/scams-fraud/info-2019/phone.html
https://www.aarp.org/money/scams-fraud/info-2021/texts-smartphone.html?intcmp=AE-HP-TTN-R3-POS3-REALPOSS-TODAY
https://r20.rs6.net/tn.jsp?f=001q-DtV5IPvuHKOpl7luEKKv05TYrPCKGeTWNMjN1TL7-dJZ1Z9Hboy-iR2k1jyj1LzyHKMoS6VkCXvgKWTfsOW85bwhFaagpTP3C3efX6ADb_c-3xtjX3Y1DjzngbFXi4rJ0wHo4kftEP1uSqqHloScyf8pW1XKDfUBluy3zK-cvuNzKdbZh7MAIAXXepHmacELsUG3TKmx3Ono85DTmeUjk5k0CmWA2o6u9NLYkTNlh8H7OxDCUPtI9JTxar0GnMNoTyX0pjW4J5A7-bXniCVA==&c=_Lb9bXzEnq-NVB3Zw8IjPmeyzaM7y4tVKi49_Be7FyPmElVEYlqtbQ==&ch=kA0UyqlOG6ZBXv1JBgtWC5eajMKAkVVMy-znn6-_zD9cfwfuRSJ-HQ==

